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Automated Taultinjectiondests
for JTEKT steering systems

pecr=

he unexpected

The steering control of a passenger car is a safety-critical component.
Therefore, its fault tolerance has to be checked according to ISO 26262.

Thanks to a dSPACE HIL simulator with automated fault injection, JTEKT
can eliminate a large portion of potential inconsistencies long before a
vehicle under test enters the proving ground.
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xpect the unexpected?

Complex controls in electric

power steering systems often
assist the driver noticeably in steer-
ing the vehicle. However, if these
controls suddenly show unexpect-
ed behavior, the vehicle may quickly
run off track. To avoid this and to
demonstrate the required robust-
ness, steering systems and their con-
trols must be subjected to numerous
fault injection tests before their mar-
ket introduction. Generally, this means
test drives on a proving ground.
At the same time, the sharp increase
in vehicle and function variants trans-
lates into a high number of test
cases and rising expenses for real
test drives. Due to the necessary
safety precautions and the natural
inhibitions of human test drivers,
real road tests cannot cover the
entire vehicle dynamics range.
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Intelligent work division: The quad-core architecture of the DS1006 Processor Board enables
JTEKT to distribute different calculation models of the test bench simulation to the individual

processor cores and thus optimize real-time execution.

Perfect addition: The experiment and visualization software ControlDesk® not only enables
JTEKT to manually control the steering test bench. With AutomationDesk in the background,
ControlDesk also lets engineers configure and control all automation processes, such as fault

injection.
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ISO 26262 on the Rise

Another driving force for JTEKT is
compliance with ISO 26262, the
international standard for the func-
tional safety of road vehicles. The
standard includes several regulations
for fault injection tests at system
level. Among other regulations, it
calls for a regression strategy of
repeating test cases to ensure that
modifications of previously tested
software parts do not cause new
failures. Tests that are not or only
partially regressive are allowed only
in exceptional cases and detailed
reasons must be given as part of the
certification process. For Automotive
Safety Integrity Level D (ASIL D), ISO
26262 requires back-to-back testing
during which the results of the tests
at software level are compared to
the test results at model level. These
and other requirements of the safety
standard, for example, for require-
ments management, software de-
sign, and the documentation of dif-
ferent work products throughout
the development and verification
process, lead to significant formal
efforts in the development project.

Test Bench Testing for More Safety
and Efficiency

To meet all these current require-
ments, manage the increased effort,
and conduct the fault injection
tests in compliance with ISO 26262,
JTEKT Europe in Irigny, France decided
to use a real-time-capable hardware-
in-the-loop (HIL) test bench with
integrated automated fault injec-
tion from dSPACE. This means that
developers can frontload a large
portion of their real road test pro-
gram to a high-precision, reproducible
simulation that also uses real com-
ponents. As a result, the system

is already very mature before the
steering control is approved for fur-
ther tests in a real vehicle under
test. On the one hand, this reduces
the risks for the test drivers. On the
other hand, the HIL test bench also
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“The HIL simulator from dSPACE gives us a powerful system that can be continu-
ously enhanced thanks to its open architecture.”

allows for the simulation of test
drives in extreme situations, called
boundary conditions in ISO 26262,
that a human driver could never
reproduce because of natural inhi-
bitions. Therefore, the test bench
provides a significantly higher test
coverage. Another benefit is the
ability to efficiently test different
variants of the steering system with-
out having to make time-consum-
ing and expensive modifications to
the vehicle under test.

Components of the Test Bench
The test bench for JTEKT Europe
consists of a mechanical setup, a
HIL simulator, actuators for the

steering wheel and the rack, sensors
for angles, forces and displacement
of the rack as well as a signal con-
ditioning interface and a host com-
puter for the user interface. The HIL
simulator uses a DS1006 Processor
Board that executes a vehicle model
to calculate how the force is applied
to the rack and a driver model to
simulate human behavior in certain
situations. Aside from pure HIL op-
eration, the handwheel and the
rack actuators can be controlled
independently. The respective
changes in angle or torque and in
force or displacement allow for the
execution of very specific system
testing.

Loic Bastien, JTEKT

Fault injection and Debugging
Because of its real-time capability
and its powerful multiprocessor
architecture, the dSPACE HIL simula-
tor offers JTEKT a perfect tool for
time-synchronous fault injection
via the XCP protocol. The dSPACE
tools can be included in a test auto-
mation, which means that the tests
can be repeated at any given time.
This minimizes the effort for re-
peated full tests, hence the regres-
sion strategy required by ISO 26262
can be comfortably put into prac-
tice at all times. As a result, JTEKT
no longer has to invest time and
effort into justifying excluded or
incomplete regression tests. >>

Virtual control center that is easy to configure: ControlDesk allows developers and test engineers to always fully focus on their

current task.
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Hardware-in-the-loop steering test bench from JTEKT: A large portion of their test program for fault tolerance can be frontloaded to a high-
precision simulation with real components even before conducting real road tests.

Moreover, the fault injection tests
are now simulation-based and car-
ried out directly during the system
test. Back-to-back testing as required
by ISO 26262 can now be conducted
in a simple manner: The same stim-
uli that were used for the model-
based development of the functions
can now be reused on the HIL test
bench. The test bench uses the XCP
protocol to also read internal data of
the electronic control unit. This data
can be used for debugging, for ex-
ample. For a correct evaluation, it is
very important that in both cases the
data that is added on the basis of the
XCP protocol is absolutely synchro-
nous with the analog measurement
data from the test bench sensors.
For this, JTEKT uses the dSPACE RTI
Bypass Blockset to easily carry out
the complex data synchronization.

Automation Helps Control
Variant Diversity
The test plan JTEKT uses to qualify

a newly developed steering system
for test drives in the real world con-
sists of a variety of tests, all of which
must be conducted for all planned
variants of a platform. To meet the
tight deadlines for delivering new
software versions despite the high
number of variants, JTEKT uses
dSPACE AutomationDesk. This test
automation software processes the
test program in a reproducible man-
ner and records the resulting mea-
surement data.

Afterwards, AutomationDesk uses
the recorded data and the evaluation
blocks that contain the predefined
test criteria and the respective fulfill-
ment criteria to calculate the results
of the fault injection tests and sum-
marizes them in a detailed report
for test engineers. Aside from the
information on the passing or failing
of a test required by ISO 26262, the
report also provides details to spe-
cifically compare individual measure-
ment data with the applied test

criteria and to analyze potential
deviations. AutomationDesk’s ISO
26262 certification thereby drasti-
cally reduces the effort for classify-
ing and qualifying the tools that are
used in the context of functional
safety for road vehicles.

Easily Configuring the User
Interface

Test bench engineers can control all
their tasks in one user interface cre-
ated with dSPACE ControlDesk. This
experimentation and visualization
software lets engineers send indi-
vidual actuator commands to the
test bench, monitor their effects, and
record them. It also lets them config-
ure and control automation func-
tions up to the final evaluation of the
test results. In these cases, Automa-
tionDesk always works in the back-
ground while ControlDesk perma-
nently provides full transparency and
control over the related operations in
progress. ControlDesk is easy to con-

“The efficient test automation with AutomationDesk has considerably increased
the productivity of test operations that comply with ISO 26262."

Jean Michel Trebuchon, JTEKT



Test Center of JTEKT Europe in Irigny:

The HIL test bench is the perfect addition to
the test drives with new steering systems
that are conducted here. The safety of the
test drivers is increased because many in-
consistencies of the steering control can al-
ready be eliminated during the simulation.

figure and provides intuitive visual-
ization options. This allows develop-

ers and test engineers to always fully
focus on their respective task.

Summary and Next Steps

The HIL test bench and the tool
chain from dSPACE helped JTEKT
reach their primary goal, which was
the automation of fault injection
tests in the laboratory and compli-
ance with ISO 26262.

As a result, the number of road tests
with real vehicles was considerably
reduced, which in turn saved signifi-
cant amounts of time and resources.
Moreover, test drivers are now using
a system that has already been thor-
oughly tested, making their job
much easier. In the future, the simu-
lator might be used for even more
tests, such as additional require-
ments-based HIL tests at system level.
JTEKT is also planning to use re-
corded measurement data from real
test drives on the HIL test bench in-
stead of synthetic stimuli. This is
easily possible because of the exist-
ing infrastructure and the seamless
dSPACE tool chain. Developers can
even use the 3-D visualization soft-
ware MotionDesk early on to visu-
alize how much a failure in the
steering control lets the vehicle devi-
ate from its planned track. This re-
sults in even higher test efficiency.
Thanks to the dSPACE tool chain,
JTEKT no longer has to worry about
“expecting the unexpected”. They
can now thoroughly “inspect the
unexpected”.

Jean Michel Trebuchon,
Loic Bastien,
JTEKT Europe, France
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Analysis department at JTEKT Europe
in Irigny, France. He is responsible
for the development of user inter-
faces and test automation software.
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Loic Bastien works as a test bench
developer in the Test & Analysis de-
partment at JTEKT Europe in Irigny,
France. He is responsible for real-
time modeling and bus communica-
tion.




